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Quality Security Instrument For
Academic Information System Based on
Quality Model

Abstract

The currently available academic information system software are

not fully secure and provides quality

assurance of academic in ﬁ)rman system software (AISS). Required quality instruments derived from the quality
model as a determinant of the quality of academic information system software. The ISO/ITEC 25014};10[5{\:
model is a security quality instrument that must be contained in an academic information .qamf software.
ISO/IEC 25010 Quality Model Questionnaire is the most apprrnia te method of describing the ISO/IEC 2501()
quality model as an instrument of the quality model required by an academic information system (AISS) software
consisting of Basic Quality Questionnaire Method for AISS, Basic Quality Mr)deln?wsrir)mraire Method, and
Security Questionnaire Method. Five qmm instruments that must be contained in an academic information
system software (AISS) to create security are confidentiality, integrity, accountability, authenticity, and security
compliance. The ISO / IEC 25010 quality model instrument is a guarantee of safe and high-quality software that
is needed by an academic information system softwai@lf AISS).
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1. Introduction

Academic information system software
(AISS) is an information system in the form of
software that provides academic services in an
educational institution; college, or high school [1].
AISS helps users manage the operations of an
educational institution that includes its activities so
that it impacts the marketing of the educational
institution. Based on its objectives, AISS has some
differences with e-learning systems, which are
educational systems that utilize information
technology that uses electronics or computers that
support the learning and teaching process. AISS is a
software in electronic form or integrated computer
system that supports learning, teaching, and
organizing the business processes of a college or
school. AISS is important because it can improve
the operational efficiency and effectiveness of an
educational institution specifically universities and
high schools. The current AISS does not fully adopt
the quality model as its systemic instrument [2].
Each of the Ejuality models has different
instruments [2]. The ISO/IEC 25010 quality model
provides safety quality [3]. Safety is one important
quality aspect that is highly considered. In
academic information system software (AISS)
security aspects related to data and information
security, therefore an implemented security quality
instrurf§nt must be able to provide security quality
in the academic information system domain (AIS).
Academic information systems (AIS) are currently
being built using website-based applications [4]s
Implementation of a website-based “application
quality model (WBAQM) is an implementation of
the bottom up approach.
2. Teory
@ 1. Software Quality Assurance
Software quality assurance is a match between
functional and needs, software qualfy standards
and the implicit characteristics expected of
prof@kional software developers. Based on IEEE
[B1 software quality assurance is a plan and
systematic pattern needed to produce products that
meet the requirements, and a series of activities

created to carry out an evaluation process based on
the product being built. The objectives of software
quality assurance in software development are as
follows:

1. Ensure the level of software confidence is based
on requirements

2. Ensuring the level of confidence that the
software will be in accordance with the specified
time and development funds that have been
determined to determine the requirements.

3. Initiation and management activities to increase
and increase the efficiency of software
development and software quality assurance.

2.2. Web-Based Applications Quality

Model (WBAQM)
The Academic Information System (AISS)
software implements WBAQM as the main

framework for its system quality instrument. The
academic information system software quality
instrument is a quality measurement tool specifically
implemented at AISS. At present, many AISSs are
built using web-based applications [6]. WBAQM is
built on different programming models, technologies
and languages and is used to implement highly
interactive applications that have very high quality
requirements. [SO / [EC 25010: 2011 is a software
quality standard that is widely used, especially in the
security of an information system [7]. ISO / IEC
25010 is a quality model that improves the previous
quality model ISO EJEC 9126 [8] by adding safety
characteristics [3]" In addition, ISOWHIEC 25010 is
used because of its flexibility and generality.
Implementation of the quality Tactors of the ISO /
IEC 25010 quality model that has a security quality
standard is the reason why the Web Based
Application Quality Model (WBAQM) is the main
framework of a Software Academic Information
System (AISS).

3. Quality Model Questionnaire

Method

Quality Model Questionnaire Method is a research
method in the form of questions in the form of
choices consisting of Basic Quality Questionnaire
Method for AISS, Basic Quality Model




Questionnaire Method, and Security Questionnaire
Method
1. Basic Quality Questionnaire Method for AISS
Attractiveness

1. Annoying/Enjoyable

2. Bad/Good

3. Unlikeable/Pleasing

4. Unattractive/Attractive

5. Unfriendly/Friendly
Efficiency

1. Slow/Fast

2. Inefficient/Efficient

3. Impractical/Practical

4. Cluttered/Organized
Perspicuity

1. Not understandable/Understandable

2. Difficult to learn/Easy to learn

3. Complicated/Easy

4. Confusing/Clear
Dependability

1. Unpredictable/Predictable

2. Obstructive/Supportive

3. Not secure/Secure

4. Does not meet expectation/Meet expectation
Stimulation

1. Interior/Valuable

2. Boring/Exiting

3. Not interesting/Interesting

4. Demotivating/Motivating
Novelty

1. Dull/Creative

2. Conventional/Inventive

3. Usual/Leading edge

4.Conservative/Innovative
2. Basie Quality Model Questionnaire Method
A. The choice of parameters below is the most
Efyropriate parameter describing the 1SO / 1EC
28 0 quality model as a quality model.
* The ISO / IEC 25010 ¢flity model is a quality
model that enhances the 8§80 / TEC 9126 quality
lodel / The 25010 quality model is the opposite of
th@EJO / IEC 9126 quality model.
* 1SO / IEC 25010 ity models have safety
quality instruments / ISO / IEC 25010 quality
models focus on usability quality instruments.
* Protection of data and information contained in a
system is a function of quality confidentiality
instruments / ISO / IEC 25010 unable to protect
data and information.
* Ability to maintain and maintain data and
information so that data integrity is compatible
with the safety documentation of the ISO / IEC
25010 quality model / Inability to maintain data
integrity.
* The ability to as{ffjs how far an entity's activities
(users or systems) can be traced back to the entity
itself / ISO / [EC 25010 does not have the ability to
instrument quality accountability.
*# 180 / [EC 25010 is able to assess how far the
identity of the subject (system or user) can be

verified / ISO / IEC 25010 does not have
authenticity quality instruments.

* The sgElrity compliance quality instrument is the
ability of the ISO / IEC 25010 quality model to
[illow applicable standards and regulations / The
ISO / IEC 25010 quality model does not have a
seffirity compliance quality instrument.

*ISO / IEC 25010 security quality model functions
to guarantee the quality of security / The
instrument of security quality does not guarantee
the quality of security.

* Safety is one of the important quality aspects that
must be considmi and not found in other quality
models besides ISO /IEC 25010 /IS0 / IEC 25010
1§ a guality model that is not focused on security.
B. Security Questionnaire Method

1. The parameter selection below is the parameter
that best describes the confidentiality of an
instrument of security quality based on an 150 /
1EC 25010 quality model on an AISS

* Ability to maintain the confidentiality of data for
certain purposes and is only allowed for certain
purposes / Confidentiality of data only for certain
people.

* Confidentiality is a protection of data and
information / Confidentiality is a limitation of data
and information.

*  Protection of data and information from
unauthorized disclosure / Ignorance of data and
information from unauthorized disclosure.

* Data and information can only be accessed by
authorized people / Data and information cannot be
accessed and changed.

* Confidentiality relates to data provided to other
parties for certain purposes and is only allowed for
certain purposes / Confidentiality does not relate to
access to information,

* The basic aspects of information security /
Confidentiality are not basic aspects of system
security.

2. The choice of parameters below is the most
appropriate parameter to describe the integrity of
a security quality instrument based on the AISS
ISO/IEC 25010 quality model

* Information may not be changed without the
permission of the owner of the information /
Information /fmay \be changed " without the
permission of the ownet of the information

* Information received must be exaetly the same as
when the information was sent / Information
received does not have to be the same as when the
information was sent.

* Viruses, Trojan horses, other users are an
integrity problem / Integrity problems lie in the
system.

* Access to change data and information can only
be done by the rightful owner of the data and
ffbrmation / Anyone who has access to change
data and information is the owner of the data and
information.




* Appropriate data integrity is needed to maintain
and maintain data and information / Data integrity
is not required from people who are not entitled to
access information.
* Ability to maintain and maintain data and
information / Inability to maintain and maintain
data and information.
3. The choice of parameters below is the most
appropriate parameter describing an AlISS-based
IS0/ IEC 25010 quality safety instrument
* Data and information on AISS can only be
accessed by stakeholder owners of AISS
universities / AISS provide access to data and
information to each user.
* Some information has limitations so that only
users with certain authority can access data / All
information can be accessed without limitations by
each system user.
* Accountability is assessing the extent to which
an entity's activities (users or systems) can be
traced back until the entity itself / accountability is
an assessment of user or system entities
4. The choice of parameters below is the
parameter that best describes the authenticity of a
security quality instrument based on the AISS ISO /
IEC 25010 quality model
* AISS has many users with different interests /
AISS limits access because of the large number of
users.
* Users need to prove the user's identity so that
data and information can be protected from
unauthorized disclosure / AISS does not require
verification when using the system.
* Authencity is an assessment of how far the
identity of a subject that can be either a user or a
system, can be proven true.
5. The choice of parameters below is the most
appropriate parameter to describe the security
Bxpﬁance instrument of a quality security based
the AISS 1SO | IEC 25010 guality model
* The nature of AISS often changes according to
applicable regulations / AISS is not flexible in
responding to changes in regulations or
regulations.
* Security compliance is an assessment of the
extent to which AISS follows applicable standards
and regulations, especially those related to system
security / System security is very important in
AISS
* AISS regulations refer to university academic
rules and statutory rules / AISS rules in accordance
with system rules.
4. Results and Discussion
A. Academic Information System Software Quality
Model.

The quality model is a quality instrument
model that is implemented in an academic
information system. A quality model whose
quality instruments implement safety
characteristics. The ISO / IEC 25010 quality model

is a quality model that implements the safety
characteristics of the instrument. The structure of
the security quality model in the academic
information system is focused on the ISO / IEC
25010 quality model with five quality instruments
namely confidentiality, integrity, accountability,
authenticity, and security compliance.

Figure 1. Structure Model of Academic
Inforn@llion System Software Quality Security
Based on ISO/IEC 25010 Quality Model
TABLEI
QUALITY SECURITY INSTRUMENT
SOFTWARE ACADEMIC INFORMATION
SYSTEM (AISS) BASED ON ISO/IEC 9126
QUALITY MODEL

Quality
Instrument

Description

Confidentiality Attempts to
safeguard
information by
providing
AISS data to
other parties
for certain
purposes and
are only
allowed for
that particular

purpose.

Security Quality that
Quality emphasizes
Instrument that

Based on information
ISO/IEC must not be
25010 changed
Quality’ without
Model seizing the
information
owner. The
information
received must
be exactly the
same as when
the
information
was uploaded
into AISS.

Integrity




Accountability Quality that
emphasizes
the extent of
€ activities
of an entity
(user or
system) AISS
can be traced
back to the

entity itself.

Efforts to
assess how far
the identity of
the subject of
an AISS,

ich canbe a
g;‘ a

Authenticity

security
compliance.

Quality that
phasizes
Xtent to
which AISS
follows
applicable
standards and
regulations,
especially
those related
to system
security.

proven .

B. Qualf} Structure and Instrument Quality
Security Academic System Software
(AISS) Based on ISOHEC 25010 Quality Models

In Figure 2 there is a qualffftructure and
quality factor of the security quality of the
instrument based on the quality of the ISO / TEC
25010 model which consists of three levels viz:
Level 1: Identify the quality perspective of the
safety quality model
Level 2: Quality categorization of the instrument
perspective on the quality of the model
Level 3: Mapping of quality factors against the
perspective of the model quality instruments

The identification of the model quality
instrument perspective is,flle first.level, of the
quality security instrumeént based on the quality of
the ISO / IEC 25010 model: The second level of
security@firucture for instrument quality based on
quality based on the ISO / IEC 25010 model is
quality. There are 5 types of quality contained in
the securityfffjuality instrument based on quality
models, namely  confidentiality, integrity,
accountability,  authenticity, and  security
compliance. The third level is the mapping of
quality factors to the perspective of the model
quality instruments namely the quality factors that
become requirements, considerations, and the
nature of each quality instrument.

Figure 2. Quality Structure and Quality

Factors of Security Ins nt Quality Based on
iy Mo OTEC 35010

C. Security Quality Instrument Based on Quality
Model ISO/IEC 25010

Becurity  quality instrument  based on
quality model ISO/IEC 25010 is a security quality
model that implements five ISO / TEEB 25010 based
security —instruments namely confidentiality,
integrity, accountability, authenticity, and security.
1. Confidentiality
Confidentiality is an effort to safeguard
information by providing AISS data to other parties
for certain purposes and is only allowed for that
particular purpose.

TABLE II
QUALITY CONFIDENTIALITY.AS A QUALITY
NSTRUMENT OF SECURITY SOFTWARE

IIEMIIINFIUMOI SYSTEM (AISS)
BASED:ON ISOAFEC 25010 QUALITY MODEL

Quality Factor Description

Access control | AISS access
control is under
user control

Control access | Restrict users to

to AISS access

source code information
using the AISS
source code

Log Protect




Confidentiality

information information key regulating data
protection against management security by
unauthorized private key and
access from an public key
attacker. when doing
AISS test data | Protect AISS encryption and
protection test results decryption.
Control of Limiting codes 2. Integrity is a quality that emphasizes that

malicious code

of unknown
functions and
benefits which
can be active at
any time and
cause harm to
AISS.

Removable
media
management

The process of
regulating
removable
media is
computer
storage media
designed to be
inserted and
removed from
AISS

information must not be changed without the
permission of the owner of the information. The
information received must be exactly the same as
when the information was uploaded into AISS.

TABLE III

QUALITY INTEGRITY AS A QUALITY
EINSTRUMENT OF SECURITY SOFTWARE
ACADEMIC INFORMATION SYSTEM (AISS)
BASED ON ISO/IEC 25010 QUALITY MODEL

Session time
out

The time the
user is logged
in but with no
activity at all,
consequently
the user is
logged out
automatically

The power of

cryptographic
algorithms

The functions of
cryptographic
algorithms are
encryption,
description and
keys. This
algorithm
functions to
hide
information
from people
who are not
entitled to the
information.

Data
encryption
accuracy

Safeguarding
the data sent to
maintain
confidentiality,
where the
plaintext
(original
message) is
changed into
codes that are
not understood.

Cryptographic

The process of

Inte grity

Quality Factor Description
Conformity of The information
data integrity or data that is

received must
match and
exactly the
same as when
the information

or data was

sent.
Prevention of Actions that
internal data prevent damage
corruption or loss of data

Asset inventory

Management of
data and
mformation to
avoid damage
or loss caused
by viruses,
Trojan horses,
or other users
who change
information
without
permission.

Back up
information

The process of
backing up data
by copying or
archiving
computer data
so that the data
can be reused if
there is damage
or loss.

Documented
operating
procedures

AISS operating
procedures are
created,
documented.,
implemented
and maintained

Logging is wrong
AISS

Incorrect reports
or records that




occur on AISS
are caused by
viruses, Trojan
horses and
hackers.

QUALITY AUTHENTICITY AS A QUALITY
EINSTRUMENT OF SECURITY SOFTWARE
ACADEMIC INFORMATION SYSTEM (AISS)
BASED ON ISO/IEC 25010 QUALITY MODEL

AISS safety
documentation

The process of
collecting,
selecting,
processing and
storing
information and
data from AISS
as a security
procedure.

Accountability is a quality that emphasizes the
extent to which the activities of an entity (user or
system) AISS can be traced back to_the entity
itself.
TABLEIV
QUALITY ACCOUNTABILITY AS A
QUALITY ENSTRUMENT SECURITY
SOFTWARE ACADEMIC INFORMATION
SYSTEM (AISS) BASED ON ISO/IEC 25010
QUALITY MODEL

Description

Quality
Factor

Access
audibility is the
possibility to
assess whetheff
log system in an
academic
information
system software
(AISS) is
functioning
properly and is
working

properly

Access
audibility

Accountability

Authenticity

Quality Factor

Description

Authentication
protocol
compliance

Appropriate
types of
computer
communication
protocols or
cryptographic
protocols
specifically
designed for the
transfer of
authentication
data between
two entities

User
registration

User registration
on an academic
information
system software.

User password
management

Better
management of
user passwords.

Access rights

Management of

management all user access
rights

Restricted Restrictions on

access to accessing

information information are
based on the
access rights of
each user.

Audit
logging

Chronological
red@ds relevant
to the security of
access to an
academic
information
systemysoftware
(AISS)

5. Security compliance is an AISS effort that

follows applicable

standards

and regulations,

specifically those related to system security .

TABLE VI

QUALITY SECURITY COMPLIANCE AS A
QUALITY INFTRUMENT OF SECURITY
SOFTWARE ACADEMIC INFORMATION

SYSTEM (AISS) BASED ON ISO/IEC 25010

Password
compatibility
when logging in
the system.

System log
retention
matches

4. Authenticity is an attempt to assess how far the
[Ellentity of the subject of an AISS, which can be a
user or a system, can be proven true.

TABLE V

Security
compliance

QUALITY MODEL
Quality Factor Description
Identification of | Reviewing
applicabledawsojiregulations
regarding
academic
information

systems from
both
educational
institutions or
laws

Data protection
for personal
information

The method
used to protect
the user's
personal




information
Cryptographic The rules used
control check or
regulation supervise the

security of the

systeff)

The academic quality security instrument based on
the ISO / IEC 25010 fflity model is a quality
instrument contained in the ISO TEC 25010
quality model consisting of confidentiality,
integrity, accountability, authenticity, and security
compliance.
The structure of academic [nality information
system security instruments based on the ISO /
IEC 25010 quality model consists of three levels,
namely:
Level 1: Identify the quality perspective of the
safety quality model
Level 2: Quality categorization of the instrument
perspective on the quality of the model
Level 3: Mapping of quality factors against the
perspective of the model quality instruments
The identification of the instrument quality model
perspective is t first level of the instrument
quality security based on the ISO / IEC 25010
lodel quality. The instrument quality security
based on the ISO /IEC 25010 model quality is a
perspective that contains quality. The second level
of securityfjtructure for instrument quality based
on quality based on the ISO /IEC 25010 model is
quality. There are 5 types of quality contained in
the securit)nqua]ity instrument based on quality
models, namely  confidentiality,  integrity,
accountability,  authenticity, and  security
compliance. The third level is the mapping of
quality factors to the perspective of the model
quality instruments namely the quality factors that
become the requirements, considerations, and the
nature of each quality instrument.

Academic Information System Software
(AISS) is a software-based information system that
is implemented in educational institutions, the
implementation of which greatly benefits the
university or school. AISS in op@tion really needs
security. By implementing an ISO / IEC 250F8
quality model based on security, it-will create an
academic information system software (AISS) that
has quality security.
5. CONCLUSION
This paper examines a study of academic
nformatinn system software security instruments
based on ISO / IEC 25010 guality models. Quality
Model Quesli()mﬂe 1s the most appropriate method
of describing the ISO/IEC 25010 quality model as
instrument of the quality model required by an
academic information system (AISS) software
consisting of Basic Quality Questionnaire Method for
AISS, Basic Quality Model Questionnaire Method,
and Security Questionnaire Method. Where the
academic information system software that is built

will have five security instruments namely
confidentiality, integrity, accountability,
authenticity, and  security compliance. By

EAplementing the five security quality instrumeiff§
based on the ISO/IEC 25010 gquality model, an
academic information system (AISS) software that
has quality security will be created.
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